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NO.1 Which tool provides universal query access to text-based data such as event logs and file
system?

A. Windows management instrumentation

B. Service viewer

C. Log parser

D. Handles

Answer: C

NO.2 The other one was, something similar to, what cryptography is used on Digital Certificates? The
answers included:

A. SHA-512
B. RSA 4096
C. SHA-256
Answer: C

NO.3 In which technology is network level encrypted not natively incorporated?
A. IPsec

B. Kerberos

C. ssl

D. tls

Answer: B

NO.4 Which type of attack occurs when an attacker utilizes a botnet to reflect requests off an NTP
server to overwhelm their target?

A. distributed denial of service

B. man in the middle

C. replay

D. denial of service

Answer: A

NO.5 Which classification of exploit does an attacker use to gain access to a physically-secured
device?

A. evil maid

B. local

C. uUsB

D. remote

Answer: A

NO.6 Which benefit does the Antivirus Engine within AMP for Endpoints provide?

A. It provides visibility into which command line arguments are used to launch executables

B. It performs offline and system based detections, including rootkit scanning

C. It displays all files mat have been executed across your organization, ordered by prevalence from
lowest to highest
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D. It continuously tracks file propagation over time throughout your environment.
Answer: B

NO.7 What is a trunk link used for?
A. To enable Spanning Tree Protocol
B. To pass multiple virtual LANs

C. To connect more than two switches
D. To encapsulate Layer 2 frames
Answer: B

NO.8 Which two options are recognized forms of phishing? (Choose two)
A. spear

B. whaling

C. mailbomb

D. hooking

E. mailnet

Answer: AB

NO.9 Which data type is the most beneficial to recreate a binary file for malware analysis?
A. extracted content data

B. session data

C. statistical data

D. alert data

Answer: A

NO.10 As per RFC 1035 which transport layer protocol is used for DNS zone transfer?
A. RDP

B. UDP

C.TCP

D. HTTP

Answer: C

NO.11 For which purpose can Windows management instrumentation be used?
A. Remote blocking of malware on a computer

B. Remote start of a computer

C. Remote viewing of a computer

D. Remote reboot of a computer

Answer: C

NQO.12 In computer security, which information is the term PHI used to describe?
A. private host information

B. protected host information

C. protected health information
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D. personal history information
Answer: C

NO.13 Which directory is commonly used on Linux systems to store log files, including syslog and
apache access logs?

A. /root/log
B. /lib/log
C. /etc/log
D. /var/log
Answer: D

NO.14 According to RFC 1035 which transport protocol is recommended for use with DNS queries?
A. Reliable Data Protocol

B. Hypertext Transfer Protocol

C. User Datagram Protocol

D. Transmission Control Protocol

Answer: C

NO.15 Stateful and traditional firewalls can analyze packets and judge them against a set of
predetermined rules called access control lists (ACLs). They inspect which of the following elements
within a packet? (Choose Two)

A. NetFlow flow information

B. Protocol information

C. Session headers

D. Source and destination ports and source and destination IP addresses
Answer: B,D

NO.16 Which protocols is primarily supported by the 3rd layer of the OSI ref models ?
A. Ipv4/IPv6

B. HTTP/TLS

C. ATM/MPLS

D. TCP/UDP

Answer: A

NO.17 For which kind of attack does an attacker use known information in encrypted files to break
the encryption scheme for the rest of the file ciphertext?

A. known-plaintext
B. known-ciphertext
C. man in the middle
D. unknown key
Answer: A

NO.18 Which two protocols are used for email (Choose two)
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A. DNS

B. IMAP
C.NTP

D. SMTP

E. HTTP
Answer: B,D
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