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QUESTION NO: 1

#48% (% Office 365ICBITT B FET T,

BITRODXYRND—ORNT T4V IO ZRBEIUEN HVET,
EQOY—ILEZFERALETH?

A.Microsoft Online Services®ZMi& OY ( MOSDAL ) 7 R—KF v K
B. Microsoft® Y RO —JEZX

C. Skype for Businessi i3 i@ 51 E #

D. Microsoft) E— NEHRT F 54 ¥ —

Answer: C

QUESTION NO: 2

H 131D EFOffice 3657 F > EBALET ., FEttiFActive

Directory RXA 2V H—EAD RX A ZFE >TVET,

UserllE £#0 7z ICOffice 365N EFZEBRTHLEN BV ET,

HBE I FUser PO I —H—ICEBREZEETADENTED L ZBABIDIHZLEN
HYVET,

HBIZFAZEITNED,

A. Office 3650 T F > N E/EK L., UsertiC/NAD—REEBEO—)LZEV)HTET,
B.UserllCO—/)LZ&VHETRICE, NAD—ROEBETHV N ZFEALET,
C.UserllCO—)LZ&VE TR 1Y —EBOEBRETHI N EFEALET,

D. Office 36507 F > &KL, UsertiZVO—NILEBEBEEO—ILEZEYHTET,
Answer: D

Explanation

The Global Administrator account is similar to the Company administrator. Users in this role
have access to everything or the permission to add them to a dedicated role where they do
not have permission (such as discovery management and assigning administrative roles to
other users).

References:
https://support.office.com/client/Assigning-admin-roles-eac4d046-1afd-4f1a-85fc-
8219c¢79e1504

QUESTION NO: 3

& BB IF Office365I-BITEhE T,

Office 365N RFFHAFTEE N TVBIFEICIE. Office
ISEEREFEICBALATNERYEHEA,
HBRIEFBHAEZZEIDLHOICEREOAE IR ZBRITBIHBENF HVET,
HBIEFMAZRETIXLEN HYETH,

A.ATLER—BRENZR—2 ¥ —0O 7z D O0ffice 365N EE/NY U

B. y—EAER

C.H—EAANILAR=D

D. Office 365 —E AAJLARSSEH 7 1 — R

Answer: D

Explanation

You can log in to Office 365 as an Office 365 Administrator and view the Service Health Page
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to view the status of your Office 365 services. You can use the Service Health Page to view
information on the status of your services for the current day or you can select the last 6 days
or 30 days for a historical view.

In the top right corner of the Service Health page, there is an RSS icon. You can click on the
RSS icon to sign up for the service health RSS feed, which will email you when a new event
is added or an existing event is updated.

References:

http://technet.microsoft.com/en-us/library/office-365-service-health.aspx

QUESTION NO: 4

H B 21t FOffice365ICBITENE T, 200007 U7 1 7 1—H —IE B%h7x Office
5DTA 2 AZEN)HTESNET,

BMOS50000I—F—FHIY NEBITETANOTOLARICERENE LI, Ch5D
A—Y—RGENIETSNEZFM 2V AZFHE>TLVERE A,
HBIEGFEBEEORNPEZAVTENH TSN ET A2 AZHF > TLWE W Office
65NI1—H—THIY NZHIRTBDHBENHVET,

& 7% Izl £ DWindows PowerShell 1N > RER{TITRDHEHNHYETH,

A. Get-MsolUser -All -EnabledFilter "DisabledOnly" | Remove-MsolUser -Force

B. Get-MsolUser-EnabledFilter "DisabledOnly" | Remove-MsolUser -Force

C. Get-MsolUser -All -UnlicensedUsersOnly | Remove-MsolUser -Force

D. Get-MsolUser -UnlicensedUsersOnly | Remove-MsolUser-Force

Answer: C

Explanation

Step 1: Get all unlicensed users:

The Get-MsolUser cmdlet can be used to retrieve an individual user, or list of users. We must
use both the

-All and the -UnlicensedUsersOnlyparameters to retrieve all unlicensed users.

Parameters include:

* All [<SwitchParameter>] If present, then all results will be returned.

* UnlicensedUsersOnly [<SwitchParameter>] The filter for only users who are not assigned a
license.

Step 2: Remove these users through the Remove-MsolUser -Force command.

QUESTION NO: 5
BEEFTT7 1 A365T7F hZ2BRALET,
M—EZA 1 R=DICRODBBARRENET,
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E--_“..Jh.jr_' Onhne «

Ident ity Service -

Lync Online -

Office 365 Portal «

Office Subscription
Rights Management Service
SharePoint Online «

Yammer Enterprise
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Exchange Online & SharePoint Online® Y —E AR DREZHRETIHEN HYET,
ROV 7RI XAZ1—%FEALT, BE>IY FTRRIEAEBRICESVT, FAT—

RXYRZEZTTLERT,

ZRTADOEL VBREIRA

Answer Area

What is the current status of Exchange
Online and SharePoint Online?

When is the earliest date that a post-
incident review will be available far
SharePoint Online?

Answer Area

what is the current status of Exchange
Online and SharePoint Online?

When is the earliest date that a post-
incident review will be available for
SharePoint Online?

Answer:

Answer Area

Wwhat is the current status of Exchange
Online and SharePoint Online?

When is the earliest date that a post-
incident review will be availahble for
SharePoint Online?

Explanation

> NOEEN H B,

i

z
SharePoint Online is available. Exchange Online is available, but service Is degraded.
SharePoint Online is available. Issues with the Exchange Cnline service are under investigaftion.
The SharePoint Online subscription is expired, The Exchange Online subscription will expire sool
The SharePoint Online subscription is expired. Issues with the Exchange Online service are unidg

-

Novermber 13
Novermber 21
Neovernber 30
Decermber 1

lIShareraint Online is_avallable. Exchange Online |z available, but service is degraded. _ _ _
SharePoint Online is available. Issues with the Exchange Online service are under investigation.
The SharePoint Online subscription is expired, The Exchange Online subscription will expire soo

The SharePoint Online subscription is expired. Issues with the Bxchange Online service are undq

— ]

Movember 21
MNovember 30
December 1
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Answer Area

what is the current status of Exchange =]
Online and SharePoint Online? et |
llsharePaint Online is available. Exchange Online Is available, but service Is degraded. |

SharePoint Online is available. Issues with the Exchange Cnline service are under investigation.
The SharePoint Online subscription is expired, The Exchange Online subscription will expire soo
The SharePoint Online subscription is expired, Issues with the Exchange Online service are undg

When is the earliest date that a post-

incident review will be available for vJ

SharePaint Online? Novermbar 15

MNovember 21
MNove mber 30
December 1

You can log in to Office 365 as an Office 365 Administrator and view the Service Health Page
to view the status of your Office 365 services. You can use the Service Health Page to view
information on the status of your services for the current day or you can select the last 6 days
or 30 days for a historical view.

The following icons are used in the Service Health Page:

Microsoft says that they will publish a post-incident review within five business days.
Therefore, it is possible that a post-incident review could be issued today.

References:
http://office.microsoft.com/en-in/office365-suite-help/view-the-status-of-your-services-
HA102817837.aspx#_Sta
http://technet.microsoft.com/en-us/library/office-365-service-continuity.aspx

QUESTION NO: 6

J1—*—lola . jacobsenDEEZFRRTDHENHVET,

EQOANVRZRFTLETHN ?BAT, BAEFHOBEYEAT IV ZBIRLTKEE L,
A ETNThIFEELVERTT

:‘;’_ Ildentity Lola.lacobsen@ifabrikam.com ~
Tést-MaprConnectrvity
Test-DAuthConnackndy
Test-ServiceHealth

Tazt-LiMCornaectivity

Archpe

IWE

-ArchiveOnd,

Answer:
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$ Ildentity Lola.lacobsen@ifabrikam.com ~
Test-OhAuthConnectvity
Test-ServiceHeahh

Taot-UMConrnactivity

i - i
IAIRDVE o

-ArchiveOnly

Explanation

Test-MapiConnectivity ¥  .ldentity Lola.lacobsen@fabrikam.com ~

-Archive w

References:
https://docs.microsoft.com/en-us/powershell/module/exchange/mailboxes/test-
mapiconnectivity?view=exchange

QUESTION NO: 7

HBLEDELMEDTT 1 AEEETT,

EHETEDT7VT—2 a0 ERNREEN LD T OV EEESTER L AR T HIHE
FHYET,

E D42 DWindows PowerShell

CmdletsZ |EFRICESERZINETITH 2 X232, BEYlZEemdletZcmdlets® ) A NA S &
AEFBICBEBL, ELVIEFRTENTLSEEL,
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Import-Module AADRM

Add-AadrmRoleBasedAdministrator

Enable-AadrmSuperUserFeature

Set-AadrmMigrationUrl

Enable-Aadrm

Connect-AadrmService

Answer:

Answer Area

Explanation
Box 1:

Import-Module AADRM

Box 2:
Connect-AadrmService

Box 3:
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Enable-Aadrm

Box 4:
Enable-AadrmSuperUserFeature

Microsoft Azure Rights Management (previously known as Windows Azure Active Directory
Rights Management). To be able to decrypt rights protected documents you need to make
sure that Microsoft Azure Rights Management is set up. Also you will need to enable a
SuperUser account because The Active Directory Rights Management Services (AD RMS)
super users group is a special group that has full control over all rights-protected content
managed by the cluster. Its members are granted full owner rights in all use licenses that are
issued by the AD RMS cluster on which the super users group is configured. This means that
members of this group can decrypt any rights-protected content file and remove rights-
protection from it.

The super users group is not enabled and is not assigned a group by default.

This can be done by running the appropriate commands in sequence which are:

References:

https://technet.microsoft.com/en-us/library/dn569291.aspx
https://technet.microsoft.com/en-us/library/dn151475%28v=exchg.150%29.aspx

QUESTION NO: 8

HEIIE B D DD Office 3I65NEEETT ., HxllEActive

Directory7 TFL—23a>H—ERX (ADFS) B4V ARN—IT2EE=ELET,
HEIZFAD FSOZ7OFH—/NEAD
FSO7IFL—2a>H—N—CcOBTHEYBR—NERSBENFfHYVET,
HBIZFEDR—NERSDEN BYETH,

A. TCP 80

B. TCP 135

C. TCP 389

D. TCP 443

E. TCP 636

F. TCP 1723

Answer: D

Explanation

Secure Sockets Layer (SSL) is used to secure communications between federation servers,
clients, Web Application Proxy, and federation server proxy computers. HTTP over SSL
(HTTPS) uses TCP port 443.

QUESTION NO: 9

HEI-E B D DENOffice 365NERETT,

& 75 1= (FOffice365TYV 2 RDIDZEEE T % /= & [ZWindows
PowerShell ZfEH T2 MBEBENH VW ET, HBLERFEBRAVZETTSICIE. Windows8T
RITTHAE1I—RZFEATRIHLEN HYVET,
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& 75 1z IE Windows

BOAVE1I—RIZBEBYTIRNIVITHAMVARN=LNENTVR L Z2HRITIHLEND
WET,

HBINEDAZEA AR TEIRBENHYETH,

A. Microsoft Office 365 Best Practices Analyzer for Windows PowerShell

B. Windows PowerShell 4.0

C. Remote Server Administration Tools for Windows

D. Microsoft Online Services Sign-in Assistant

Answer: D

Explanation

Cloud identities in Office 365 are user accounts in Azure Active Directory.

You can use Windows PowerShell to administer Office 365 and Azure Active Directory.
However, the default installation of Windows PowerShell on Windows 8 (or any other version
of Windows) does not include the PowerShell cmdlets required to manage Office 365 or
Azure Active Directory.

You need to install the PowerShell module that includes the necessary cmdlets for managing
Azure Active Directory. This module is the Windows Azure Active Directory Module for
Windows PowerShell module.

This module also requires that Microsoft .NET Framework 3.5 is installed and enabled.
Before the Windows Azure Active Directory Module for Windows PowerShell, can be
installed, the Microsoft Online Services Sign-in Assistant must be installed. This will allow you
to connect to your Office 365/Azure subscription from a PowerShell session on a remote
computer.

QUESTION NO: 10

FRIRHEDSSOV I 1—aV ERFAITILEN HY T,
REORERER?FAT, BEXAEFOBEY B AT a2 ZBERL T LEEL,
E TR ThOEL VEBRE1KOMENH S,

Component Option
Web Application Proxy (WAF) e . I
]
1 sarve
& RErVETS
N — —
AD FS d
1 sarved
e SEMyers

Database [‘:’. v

Windows Internal Database

5 - | . % i
Macrosolt S FL S Vel dalabsse

Answer:
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Component Option
Web Apphcation Proogy (WAR]) | P -
]
1 serwed
¢ SEmers

I
[
&
o T
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oy
-t'lg-'.
T om
o
=

Datahase
(Windows Intemnal Database
Micrgsof SOL Server databazse
Explanation
Component Option
Web Application Proxy (WAP 2 Servers ¥,
AD FS 2 servers o
Database Microsoft SOL Server database -

QUESTION NO: 11

&5 1= Dt Office 3650 T+ M E2RBBELET,
HBLEFBEODTEEROY—EADRBREMEXVTFADLR—NERRTED L&
IRV ENDYEKRT,

CHOBREERTR2DODOHAELLEZMATIL., FEEFRFTLBYV1—>a 2 E2RHEL
F9,

A. Microsoft Online Services

Diagnostics & Logging ( MOSDAL ) 7 R—KF Y KZRTLET,

B. Office 365N EBE Z—NDH—EAANLAREDAT—RAR—TJZRTLET,

C. Office 365N EE L Z—DH—EADHRER—TZ2RRLET,

D. Office 3650 % —EAANJLARSSEH 7 1 —REHTRAUZA4TLET,

Answer: B D

Explanation

You can log into Office 365 as an Office365Administrator and view the Service Health Page
to view the status of your Office 365 services. You can use the Service Health Page to view
information on the status of your services for the current day or you can select the previous 6
days or 30 days for a historical view.

The following icons are used in the Service Health Page:
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* A plain green tick indicates that the service is available and there have been no incidents
during the reported time period.

* A grey question mark in a circle indicates that a potential issue is currently under
investigation.

* A plain green tick with a plus sign indicates that a reported issue was a false positive.

* A white down arrow in a red circle indicates that the service is offline.

* A white up arrow in an orange circle indicates that a service incident is currently being
resolved.

* A white right-facing arrow in an orange circle indicates that the service is degraded.

* A white exclamation mark in a blue circle indicates that there was an incident during a
previous day and that more information is displayed in the Today column.

* A white square indicates that a post incident report has been published.

In the top right corner of the Service Health page, there is an RSS icon. You can click on the
RSS icon to sign up for the service health RSS feed, which will email you when a new event
is added or an existing event is updated.

QUESTION NO: 12

HBEOEEDFT 1 A3C5EBETT, BN EFEFT7 1 A3G5ZHEFRALEFT,
HBLEODETEOREEDINTONATD—REVEY NTIBENFHVY) KT,

I X T DHEEE N Office

35OV A1V FTR2RDEBEICHLOWNANRATD—REERTDCEEBRREITDHLEN HYET

EDKSICEET B Windows

PowerShell AN RZZ T ITHMLEN BV ETH 2 BYBIEFAE I EFTICET & Windows
PowerShellE ' X R ZE RSY T L TEATLEEV, FWindows

PowerShellEJ X NE—E, BHEFEAET NI L ELNELA. HBEEERAOBICSD
BN—EKSYILEY, IVFUYERTIBLHICAIO—LIBABENHYET,

Answer Area

-MsolUser

Get-mMsolUser -all |
-MsolUserPassword g

Set
-ForceChangePassword $true
-NewPassword Pass#123#

-PasswordNeverExpires Strue

-StrongPasswordRequired

Answer:

Answer Area

l-Mmsoluser ~ ~ = '

— e : Get-MsolUser -all |

|-ForceChangePassword $true E

e e e e e e o e o e = o= e R e S

“NewPassword Pass#123%

r— PasswordNeverExpires Strue | |
o — - — — sl — . — 1

| -StrongPasswordRequired .
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Explanation
Get-Msollser =aAll |

Zet  -MsolUsarPassword -HNewPassword Pass#123#

Box 1: -MsolUserPassword

The Set-MsolUserPassword cmdlet is used to change the password of a user.

Box 2: -NewPassword Pass#123#

The Set-MsolUserPassword -NewPassword <string> sets the new password for the user.

QUESTION NO: 13

HBEEOELEDFT 1 A36GSEEETT,

Active Directoryi ERBH—EAZFEAL T, F>2 7L = AActive Directory R X o > & Office
SRENETEREBHITIHLENHYET,
TROAVTLIAY—N—REOHBPICEL VIIAZZE) HTHHENHY)ET,
EDFIRER AT ZEV HETBNETITA ?EYLKIAAERATEZELVWTARNERIZRS
YILET, TNENOAAERAM 72— E, BREFEATZENTEET, HBELREAR
AOBICHEIN—ZRZYITULEY, ATV ERRIDEHICAIVO-ILTEIHEN
HVEXRT,

----------------

Answer Area

Client i :
Description Certificate Type

Domain : :
Secures the communication between

csL federation servers, clients, and
federation server praxy computers.

X.509 Securely signs all tokens that the
£ |federation server issues for the cloud-
based services,

Answer:
Nom—
Answer Area
client ~ | i _
T ——— Description Certificate Type
|Domain —

e Secures the communication between | - .
i"sgl_ - _I federation servers, clients, and S5L
______ _ |federation server proxy computers. e e o
Mx.509 | & |Securely signs all tokens that the i
e e £ |federation server issues for the cloud- X.509 I

based services,
Explanation
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Descrption Certificate Type

Secures the communication between
federation servers, clients, and S5L
federation server proxy computers,

Securely signs all tokens that the
federation server issues for the cloud- X.509
based services,

Certificates are used to secure communications between federation servers, Web Application
Proxies, federation server proxies, the cloud service, and web clients.

A Secure Sockets Layer (SSL) certificate is used to secure communications between
federation servers, clients, Web Application Proxy, and federation server proxy computers.

A Token-signing certificate is a standard X.509 certificate that is used to securely sign all
tokens that the federation server issues and that the cloud service will accept and validate.
References:

https://technet.microsoft.com/en-us/library/dn151311.aspx
http://blogs.technet.com/b/adfs/archive/2007/07/23/adfs-certificates-ssl-token-signing-and-
client-authentication-c

QUESTION NO: 14

HBEFIEEOERO AT 1 AIZOffice 3650 T F > RERBBLTWS FETT,

HBIEEEREER Y —ERAZEEITIERI $D 1IN —TZ2EETIVLEND
XTI,

& 7% 1z lE £ DWindows PowerShell AN RL Y RERITTBIHENHYETH.

A. Add-MsolGroupMember

B. Get-Add rm Role Based Administrator

C. Remove-AadrmRoleBasedAdministrator

D. Enable AadrmSuperUserFeature

Answer: D

Explanation

The Enable-AadrmSuperUserFeature cmdlet enables the super user feature. With this
feature enabled, you can add or remove super users for Azure Rights Management. By
default, the super users feature is not enabled, and no users are assigned to this feature. By
enabling this feature we can modify the users and groups that are able to administer the
Rights Management service.

References:

https://docs.microsoft.com/en-us/powershell/module/aadrm/enable-
aadrmsuperuserfeature?view=azureipps

QUESTION NO: 15
2EFE AT 1 R365TF N ERBBEALET, IXNTOREBR., FFA1VTEDRADE
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SkypeZ AV Z AV THR—RNITBLEDICRY ND—DTFATIA—)INERETILEN
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EOR—NEEURFAEEYEEAN, Bx I, EYEMAECEECEY K- NES

ERSYILET,

BER—NEESR—E, BREFEATZICENTERT, HBBLEEIRAOBICHE/N—%Z R
ZyILiih),

ATV ERRTDEDICAVO-LNTILENHYET,

Answer Area

443 _ _
Cnline Feature Firewall Port
3478 _ :
Audia, video, and application

£993 sharing sessions

80 Skype mohbile push notifications

389
Answer:

Answer Area

— =

443 ! _ _

b= = = Cnline Feature Firewall Port
r‘34-?3 1 : : e ——
I Audio, video, and application '_443 I
553 — 7 sharing sessions - - - -
e | Y - oy (e o
Yag, _I Skype mobile push notifications |1 2423 I
5 - v I e 1" = R
i 389 T
Explanation

Online Feature Firewall Port

Audio, video, and application
sharing sessions

443

Skype mobile push notifications

5223

Transport Control Protocol(TCP), User Datagram Protocol(UDP) ports, and Protocol
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Numbers are important to TCP/IP networking, intranets, and the Internet. Ports and protocol
numbers provide access to a host computer. However, they also create a security hazard by
allowing uninvited access. Therefore, knowing which port to allow or disable increases a
network's security. If the wrong ports or protocol numbers are disabled on a firewall, router, or
proxy server as a security measure, essential services might become unavailable.

Port 443 is used for Audio, video and application sharing sessions as well as data sharing
sessions - For HTTPS.

Port 5223 is used for mobile push notifications - Extensible Messaging and Presence Protocol
(XMPP) client connection over SSL.
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